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Introduction: U.S. Secretary of Commerce Gina Raimondo

We are at a challenging moment in history. Our national security and
economic interests are bound together by technology in new, complex,
and challenging ways. Authoritarian regimes are increasingly challenging
global peace and security and the democratic, rules-based international
order. In addition, technologies intended to foster connection and create
economic opportunity are being exploited to modernize militaries and
weapons programs that destabilize security, sow division and spread
misinformation, facilitate cyber theft, and undermine democracy and
human rights. The Bureau of Industry and Security (BIS) operates at the
nexus of U.S. national security and foreign policy interests, as well as U.S.

strategic technology leadership, and is critical to confronting these
current and emerging global challenges.

Since the Biden-Harris Administration took office, we immediately got to work restoring our commitment to
democratic values, reaching out to critical allies and partners, strengthening our national security and
technological leadership, and prioritizing human rights.

As this Annual Report for Fiscal Year 2021 (FY 2021) makes clear, BIS plays a critical role in furthering our
national security and foreign policy objectives and its mission is as important as ever, especially in an era when
democracy is in competition with autocratic governments for 21st century leadership. At Commerce, we use a
range of defensive and offensive tools to protect our U.S. national security and foreign policy interests and
promote U.S. technological leadership.

First, BIS ensures that we play solid defense through export controls — BIS’s administration and enforcement of
these controls prevent the use of U.S. technologies to support the militaries and destabilizing actions of
countries and entities of concern. The Bureau understands that national security is a shared responsibility,
which is why it works closely with law enforcement partners and the private sector at home and abroad to
detect export control violations and promote compliance. BIS furthers foreign policy in its export licensing
policies and works to address the misuse of U.S. technologies to commit human rights abuses. BIS also enforces
treaties to limit the proliferation of chemical, biological, and nuclear materials. Through these tools, BIS is at the
forefront of our whole-of-government response to the strategic competition with the People’s Republic of China
(PRC), and to the threats of malign actors like Russia, Iran, and others.

BIS furthers U.S. foreign policy interests in its export licensing policies and works to address the misuse of U.S.
technologies to commit human rights abuses. Thanks to President Biden’s leadership, America is rebuilding
bonds with allies and partners that share our values, and that is a force multiplier for our export controls. For
example, we are re-engaging with allies through the U.S.-EU Trade and Technology Council, or TTC, which | co-
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chair. The TTC’s export controls working group is enabling further coordination with our European partners on
shared export control priorities. Coordinating with allies and partners helps maximize the effectiveness of our
controls, keeps a level playing field for U.S. companies, and helps maintain U.S. technological leadership and
competitiveness.

Second, BIS’s effective administration of the Section 232 steel and aluminum tariffs, industrial base assessments,
and input into the Committee on Foreign Investment in the United States (CFIUS) process collectively support
our national security, competitiveness, defense industrial base, supply chain security, and critical infrastructure.
Third, BIS has played a key role in reviewing our supply chain risks and addressing supply chain bottlenecks
through its work on the 100-day report on vulnerabilities in the semiconductor supply chain and its assessment
of risks in the semiconductor supply chain.

Through these broad areas and others, BIS is instrumental to Department-wide efforts to build a stronger global
security architecture that is anchored by U.S. and allied leadership, and animated by our shared commitments

to democratic governance, rule of law, respect for human rights, and peaceful commerce.

This Annual Report for Fiscal Year 2021 (FY 2021) outlines the accomplishments and initiatives of the Bureau.

In short, this report demonstrates that BIS is a small but mighty Bureau that is at the center of U.S. government
efforts to protect our national security and promote our technological leadership in the 21st century.

| am proud to lead the dedicated employees of BIS and the Commerce Department.
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BIS MISSION STATEMENT AND
OVERVIEW

MISSION: BIS advances U.S. national security, foreign policy, and economic objectives by ensuring an effective
export control and treaty compliance system and promoting continued U.S. strategic technology leadership.

OVERVIEW: BIS administers and enforces controls on the export of: (1) dual-use items, which have chiefly
commercial uses but could be used in conventional arms and/or weapons of mass destruction, or to abuse
human rights; and (2) certain less-sensitive military items that are not otherwise controlled by the
Department of State under the International Traffic in Arms Regulations.

Department of Commerce controls are implemented primarily under the Export Control Reform Act of 2018
(ECRA) through the Export Administration Regulations (EAR), in coordination with several other federal
agencies. The EAR set forth license requirements and licensing policy for exports of these items and
incorporate controls on items identified on the control lists of the four major multilateral export control
regimes: the Australia Group (AG) (chemical and biological nonproliferation); the Missile Technology Control
Regime (MTCR); the Nuclear Suppliers Group (NSG); and the Wassenaar Arrangement (conventional arms
and related goods, software, and technologies). BIS also implements unilateral controls under ECRA
authorities.

BIS participates in U.S. nonproliferation efforts related to the Chemical Weapons Convention (CWC), the
Additional Protocol to the U.S.-International Atomic Energy Agency (IAEA) Safeguards Agreement, and the
Biological Weapons Convention (BWC).

Enforcement of the EAR is an essential aspect of the BIS mission. Enforcement efforts serve to encourage
compliance, prevent and deter violators, disrupt illicit activities, and bring violators to justice. BIS investigates
potential violations, supports administrative and criminal prosecutions, and helps evaluate the parties, end
uses, and destinations of exports, reexports, and in-country transfers of sensitive commodities, software, and
technology. BIS also actively enforces prohibitions related to certain foreign boycotts.

BIS carries out activities to support the U.S. defense industrial base, including by: investigating whether
certain imports threaten to impair national security; conducting industry sector surveys and analyses;
participating in the Committee on Foreign Investment in the United States (CFIUS) process; administering the
Defense Priorities and Allocations System (DPAS); co-chairing the Market Impact Committee (MIC) of the
National Defense Stockpile; and providing the Department of Defense with recommendations on the proposed
release of excess defense articles.
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BIS consults closely with industry on the development of regulatory policy through its Technical Advisory
Committees (TACs). The TACs provide valuable input on trends in technology and the likely impact of export
control developments.

BIS also conducts and participates in numerous outreach events throughout the United States and overseas to
educate and update the public and international partners on export controls and policy.
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ADDITIONAL ACTIVITIES

1)

2)

3)

4)

5)

Advancing American Supply Chain Resiliency: In May 2021, BIS completed the 100-day report on vulnerabilities
in the semiconductor supply chain pursuant to President Biden’s Executive Order 14017. The report identified
the vulnerabilities in the U.S. semiconductor supply chain and recommended actions to address those
vulnerabilities.

Continued Response to Russia’s Use of Chemical Weapons: In March 2021, BIS supported the Biden
Administration’s response to Russia’s continued use of chemical weapons by further restricting exports,
reexports, and in-country transfers of items to Russia, including comprehensive restrictions on parties involved
in Russia’s weapons of mass destruction and chemical weapons activities.

Short-Circuiting PRC Military-Civilian Fusion Efforts and Human Rights Abuses: The PRC Government’s efforts
to divert civilian technologies to military applications and its campaign of human rights abuses in the Xinjiang
Uyghur Autonomous Region of China (XUAR) are ongoing threats to U.S. national security and foreign policy
objectives. In 2021, BIS took multiple actions to address the PRC Government’s activities by imposing
comprehensive restrictions on exports, reexports, and in-country transfers to entities involved in the PRC’s
supercomputing and quantum computing efforts, as well as to parties supporting forced labor and other forms
of repression against Muslim minority groups in the XUAR. In 2021, BIS also led Commerce’s contributions to the
updated Xinjiang Supply Chain Business Advisory, an effort across multiple agencies to highlight the heightened
risks for businesses with supply chain and investment links to the XUAR.

Strong Action to Support Burma’s Democracy: On February 1, 2021, the Burmese military perpetrated a coup
against the democratically elected government of Burma. Acting at President Biden’s direction, BIS responded
quickly to counteract this anti-democratic action by restricting exports of technology and software, including
encryption technologies, aircraft, vessels, spacecraft and related equipment, and other sensitive items to
Burma’s Ministry of Defense, Ministry of Home Affairs, armed forces, and security services.

Effective Export Enforcement: BIS’s enforcement of export controls achieved significant outcomes for national
security during FY 2021. This included criminal fines of $2.798 million and 1,118 months of prison time, as well
as 57 administrative actions, resulting in $9.822 million in penalties, and 33 denial orders. For FY 2021, criminal
fines were the highest since FY 2017, administrative orders were the highest number since FY 2013, and denial
orders were the highest number since FY 2017. Aggressive enforcement deters future violators and ensures that
companies that invest in an export compliance program are not placed at a disadvantage by those that seek to
skirt the rules.
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Continued Review of Emerging and Foundational Technologies: BIS continued to work with interagency
colleagues in working groups organized by the National Security Council to analyze certain technologies for
potential identification as emerging or foundational technologies. As of the end of FY 2021, BIS has imposed
controls on 37 emerging technologies. The COVID-19 pandemic continued to slow adoption of new emerging
and foundational technology controls by the multilateral regimes. However, near the end of FY 2021, the
Australia Group, through its silence procedure, adopted a new control for nucleic acid assembler and synthesizer
software capable of designing and building functional genetic elements from digital sequence data. At the
beginning of FY 2022, BIS has already taken steps to implement that control and work to finalize other new
controls.

Leadership of Section 232 Investigations: At the direction of Secretary Raimondo, BIS initiated an investigation
into the effects on national security of the import of neodymium-iron-boron (NdFeB) permanent magnets. BIS
also completed investigations into the effect on national security of imports of vanadium, as well as imports of
laminations for stacked cores for incorporation into transformers, stacked and wound cores for incorporation
into transformers, electrical transformers, and transformer regulators.

Fair, Transparent, and Effective Administration of Section 232 Exclusions Process: In FY 2021, BIS processed
approximately 110,000 Exclusion Requests submitted by domestic importers of steel and aluminum products
impacted by duties under Section 232 with decisions averaging between 45 and 96 days depending on whether
Objections were received or not. BIS also published the fourth Interim Final Rule (IFR) to further improve the
exclusions process and created the list of Generally Approved Exclusions (GAEs), which allow requestors
importing certain products to forgo the 232 Exclusion Process.

Maintaining an Efficient Export Licensing Process: During FY 2021, BIS processed 41,446 license applications
valued at $1.3 trillion in an average processing time of 26 days. Of these, BIS approved 35,630 licenses (86.0%)
valued at $340.5 billion, returned 5,109 applications without action (12.3%) valued at $798.6 billion, and denied
707 applications (1.7%) valued at $122.1 billion.
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ADDITIONAL ACTIVITIES

BIS protects and promotes U.S. national security and foreign policy interests through a variety of tools that implement
and enforce the EAR and support the U.S. defense industrial base. BIS also engages in a range of activities to implement
and ensure compliance with the CWC, the Additional Protocol to the U.S.-IAEA Safeguards Agreement, and the BWC.

The following sections detail BIS’s accomplishments in furtherance of these objectives.

Section 232 Investigations and the Defense Industrial Base

In FY 2021, the Department completed investigations into the effect on the national security of the import of vanadium
and the effect on the national security of imports of laminations for stacked cores for incorporation into transformers,
stacked and wound cores for incorporation into transformers, electrical transformers, and transformer regulators; and
terminated an investigation on the effect on the national security of imports of mobile cranes. Additionally, on
September 21, 2021, BIS commenced a Section 232 investigation into the effects on the national security of imports of
NdFeB permanent magnets. Critical national security systems rely on NdFeB permanent magnets, and they are essential
components of critical infrastructure, including electric vehicles and wind turbines. The report is due to the President on
June 18, 2022.

BIS continued to administer the steel and aluminum exclusion process authorized by the President under Section 232 of
the Trade Expansion Act of 1962. In FY 2021, the Administration’s objective was to ensure that the United States retains
a robust domestic production capability necessary to meet national security requirements.

A fair, transparent, and effective Section 232 Exclusion Process is an important goal of the Department. In FY 2021, BIS
processed approximately 110,000 Exclusion Requests submitted by domestic importers of steel and aluminum products
impacted by duties under Section 232. The Department reviewed all Exclusion Requests and associated Objections,
Rebuttals, and Surrebuttals on a case-by-case basis, considering only information that was submitted on the public
record by the parties to the 232 Exclusions Portal. BIS worked closely with industry specialists within the International
Trade Administration, as well as product specialists from the Department of Homeland Security’s Customs and Border
Protection.

The 232 Exclusions Portal continued to function in normal operational mode throughout FY 2021 despite ongoing
remote operations caused by COVID-19. The Portal streamlines the 232 Exclusions Process for affected parties and
provides greater transparency to the public as compared to the prior system in Regulations.gov.
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In FY 2021, Exclusion Requests with no Objections received a final decision within roughly forty-five calendar days on
average, while Exclusion Requests with Objections received a final decision within roughly ninety-six calendar days on
average. Commerce has met its internal timeliness guidelines for over 80 percent of Exclusion Requests submitted in the
232 Exclusions Portal.

In FY 2021, BIS continued to take steps to further increase the efficiency, ease of use, and transparency of the 232
Exclusions Process. The Department published a fourth Interim Final Rule (IFR) on the 232 Exclusion Process in the
Federal Register on December 14, 2020. The IFR contained several significant process improvements based on
constructive feedback received from domestic industry, including the release of a set of Generally Approved Exclusions
(GAEs), which allow requestors importing certain products to forgo the 232 Exclusion Process. BIS worked on an
additional fifth IFR and Notice of Inquiry on the 232 Exclusions Process for publication in the first quarter of FY 2022.

BIS also signed a memorandum of understanding to implement
additional technical enhancements to the 232 Exclusions

In FY 2021, BIS processed 110,000

Exclusion Requests and domestic Portal, which is expected to be complete by the second quarter
importers received final decisions in of FY 2022. Finally, BIS foresees implementing additional
between 45 and 96 days changes in response to audits of the 232 Exclusions Process

completed during FY 2021 by the Government Accountability
Office (GAQ) and the U.S. Department of Commerce’s Office of

the Inspector General (OIG).

Multiple U.S. Government agencies, including the Departments of Defense, Health and Human Services, and Homeland
Security, as well as the National Aeronautics and Space Administration and the Intelligence Community, continue to
request BIS industrial base surveys and analyses to support informed national defense and technology policy decisions.
Additionally, on September 24, 2021, BIS published a notice of request for public comments to address ongoing
shortages in the semiconductor product supply chain. Specifically, BIS solicited input on identifying data gaps and
bottlenecks in the supply chain, and potential inconsistent demand signals
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FY 2021 Annual Repor

Additions to the Entity List

BIS chairs and implements the decisions of the End-User Review Committee (ERC), the interagency group consisting of
representatives from the Departments of Commerce, Defense, Energy, State, and, where appropriate, the Treasury, that
decides upon all additions to, removals from, or other modifications to the Entity List. The Entity List identifies foreign
parties that are prohibited from being a party to a transaction involving some or all items subject to the EAR unless the
exporter, re-exporter, or transferor first receives a license. The ERC has determined that persons and entities on the
Entity List have been involved, are involved, or pose a significant risk of being or becoming involved in activities that are
contrary to the national security or foreign policy interests of the United States. Those entities present a greater risk of
diversion to WMD programs, terrorism, or other activities contrary to U.S. national security or foreign policy interests.
The Entity List is an important tool in preventing unauthorized trade in items subject to the EAR.

In FY 2021, BIS published ten rules that added 160 parties to the Entity List for acting contrary to the national security or
foreign policy interests of the United States. As of the end of FY 2021, there are a total of over 1,700 entries on the
Entity List in 79 country locations.

In FY 2021, BIS added 160 entities to the Entity List via ten final rules:

e Effective December 18, 2020, BIS
amended the EAR by adding seventy-
seven entities, under a total of seventy-
eight entries, to the Entity List. These
Al other countries — entities were listed under the

R 520 (30%) destinations of the People’s Republic of
China (China), Bulgaria, France,
Germany, Hong Kong, Italy, Malta,
Pakistan, Russia, and the United Arab
9;?5':%) Emirates (UAE). This rule also revised

one existing entry under the destination

of China and one under the destination

Total Entities on the Entity List

Russia

352 (21%) of Pakistan. Finally, this rule removed a

15';?:%) total of four entities under the

destinations of Israel and the UAE. The
removals were made in connection with
requests for removal that BIS received
pursuant to the EAR and a review of
information provided in those requests.

W cChina MRussia WUAE Pakistan Mliran W WAIl othercountries

e Effective January 14, 2021, BIS