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OFFICE OF EXPORT ENFORCEMENT
BUREAU OF INDUSTRY AND SECURITY

Protecting and Defending U.o National
security by Securing America’s Trade




Dear Members of the Exporting Community,

This year marks the 4Ganniversary of the Office of Export Enforcement, whidhanks

to President Biden, Secretary Raimondo, and the United States Bénais have the

honor to oversee as the Assistant Secretary for Export Enforcement. Since my first day on

the job, | hae been continuously impressed by the work that our enforcement agents and

analysts do every day to keep the American people safe by preventing sensitive American
goods and technology from going to people an
nationd security challenges, particularly those poseaatonstate actors like China and

Russia are significant. But, as this past year has demonstrated, export controls have never

been a better fit for addressing those challenges than they are today.

For example, after February 24, 2022, we quickly responded, in concert with our coalition
partners, to prevent Russia from receiving dusd technologies to support its brutal and
unprovoked military invasion of Ukraine. Our enforcement efforts, designeastore that
violations of our controls are punished, are robust and ongoing. We hope that the exporting
community will continue to act responsibly and partner with Export Enforcement to

identify suspicious inquiries and prevent unauthorized exports¢si&and Belarus.

We are also implementing policy changes designed to maximize the effectiveness of our
enforcement tools. For example, it used to be that when we brimugtaladministrative

charges against someone for violating our rules, theerpgrtic o mmuni ty and publ
hear about it until the matter was resolved, often years later. Because charging letters were

not made public until resolution, there wag sofficientincentive for companies to try to

resolve matters quickly. And becaugker companies remained unaware of the conduct

that had landed a similarlsituated company introuble,th ey s ometi mes di dndt
information that would have sparked urgency to upgrade their compliance program or to

submit a voluntary disclosuréfo address those dynamics, we changed the regulation.

Now, charging letters are public when filed with the Administrative Law Judge. And after
theyore filed, we place them on our website

By making adjustments to ensurer@nforcement efforts are as effective as possible, our
goal is twofold. First, we wantto make sure we are doing everything in our power to
safeguard American technology and ingenuity in order to help protect our national security.
While we are alwayprepared to enforce against those who break our rulestroumg
preference is for companies to invest in compliance upfréhat waythe national

security harm that results when our rules are brakerbe avoidedAnd, second, we want

to ensure a leel playing field for industry. If those who break our rules are not held to
account, it is unfair to the vast majority of companies that abide by them. By enforcing
consistently and aggressively, we hope both to protect our national security by deterrin
violations and to incentivize companies to investin compliance.

This publication, aptly titled ADondét Let Thi
seriousness of our administrative and criminal enforcegfémttsas a way to remind the
export ng community of what can happen when ther
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You dondét want to become oimae dofwet e ndas avaenx a |
become one either. We encourage you to work with your local Office of Export

Enforcement offices to avoid problem8/e have special agentssponsible foevery U.S.

state and territory, and our Export Control Officers cover an expanding international

portfolio; no matter where you are located, we have someone available to help you

undestand our rules and how to comply with them.

Preventing sensitive goods and technologies from falling into the wrong hands is a shared
endeavor. We look forward to continuing to partner with you in that critically important
effort.

Sincerely,

M 2. an

Matthew S. Axelrod
Assistant Secretary for Export Enforcement



Introduction to Enforcement of U.S. Export Controls

Mission and Organization

The U.S. Depart ment of Commercedés Bureau of I ndustr
export controls on dualse and certain munitions items for the Department of Commerce through the
ExportAdministrationRegulations (EAR) under tteuthority of the Export Control Reform Act of 2018
(ECRAY-. Dualuse items are commodities, software, or technology that have both commercialand
military or proliferation applications. Some examples of dusd items may include things such as:
rocket fuds, space launch vehicleadiationhardened integrated circuits, turbines for use in nuclear
reactors, integrated navigation systems designed or modified for use in midsiesical warfare
precursors, biological containment facilities, radio frequenoyglules, triggered spark gaps, carbon
fiber, smoke bombs, spiked batons, certain shotguns, shotgun shells and buCksttatlled items

listed under 600 series Export Control Classification Numbers (ESL@€i¢ enumerated on the
Commerce ControlList (COlbecause they are items on the Wassenaar Arrangement Munitions List
(WAML) or were formerly on the U.S. Munitions List (USMLl)ikewise, certain satelliteclated items
formerly listed onthe USML are now enumerated onthe CCL in the 9BE&TENs, while cdain

firearms and ammunition transferred to the CCL from the USML are listed undecdlzeseries

ECCNSs.

Other federalagencies with a role in administering U.S. export controls include the Department of State,
which controls the export of defense algs and defense services subject to the International Traffic in
Arms Regulations (ITAR), the Department of Energy, which controls exports and reexports of
technology related to the production of specialnuclear materials, the Nuclear Regulatory Commissio
which controls the export of certain nuclear materials and equipment, and the Department of the
Treasury, which administers economic sanctions programs.

BIS Export Enforcement protects and promotes U.S. national security, foreign, @olidyeconomic
interests by investigating violations, interdicting illegal exports, conductingisagheckselping
companies toimprove exportcompliance practices and to identify suspicious inqupipertingthe

licensing process by evaluatingthe bona fides of transaction paggsssively pursuing violators of
export control regulations and initiating criminal prosecution or administrative enforcement actions,
promoting U.S. strategic tecHogy leadership, and partnering with counterparts throughoutthe U.S.
government and internationally. By prioritizing its enforcement mis&ié® Export Enforcement has
evolved overthe pasearly 9 yearsinto a sophisticated law enforcement agencycwiittinal
investigators and enforcement analysts who are singularly focused on export enforcement and work
closely together with licensing officers within a single bureau of the government.

1The ExportAdministration Regulationsoriginally issued pursuantto the ExportAdministration Act (50 U.S.C.88
4601 4623(Supplll 2015))(EAA). OnAugust 21,2001 the EAA lapsedand the PresidentthroughExecutive
Order132220f August 17, 2001(3 C.F.R.,2001Comp. 783(2002)),which was extendedby successive
Presidential Noticeghe mostrecentbeingthatof August 13, 2020(85 Fed. Reg49,939Aug. 14, 220)), continued
theRegulationsin effectunder the International EmergencyEconomicPowersAct (50U.S.C.§1701 etseq.
(2012))(IEEPA). OnAugust13,2018,the Presidentsigned into law the Joh8. McCain NationalDefense
Authorization Act for Fiscal Year2019,which includesthe ExportControl Reform Act of 2018,50 U.S.C. 88§ 4801
4852(ECRA). Section1768of ECRA provides,in pertinentpart, thatall rulesandregulationsthat weremadeor
issuedunder the EAA, including ascontinued in effect pursuant ttEEPA,and were in effect af ECRA 6 s
date ofenactment (August3,2018),shallcontinue in effect until modified, supersededset aside, or revoked
through action undertaken pursuantto the authority providedunderECRA.
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Bl S6s jurisdiction has expanded to cover tens of
ITAR to the EAR (see belofor additionalinformation on thexportControlReform (ECR)nitiative).
As ofJune 1, 2021, following the vacatur of the U.S. District Court forthe Western District of

Washingtonds order preliminarily e ofteohnicaldatg t he tr an

and software directly related to the production of firearms or firearm parts usingpan@&r or similar
equipment, allof the USML categories have been reviewed and corresponding transfers of itemsto the
CCL completed.These transfewill enhance U.S. Government oversight on such munitions exports
because the specialized resources and authorities of Export Enforcement willaugment the existing
enforcement resources of otherfederalagencies dedicated to protecting U.S. natiolE€Rihas

also created interagency information sharing and coordination mechanismsto leverage U.S. Government
export enforcement and compliance resources more effectively.

Export Enforcement has three program offices: the Office of Expddrcement (OEE), the Office of
Enforcement Analysis (OEA), and the Office of Antiboycott Compliance (OAC). Export Enforcement
blends the unique talents of its program offices to channelenforcement efforts against current and
emerging threatsto U.S. naralsecurityandforeignpolicy. Thoseuniguetalentsaredescribedn the
following paragraphs.

Office of Export Enforcement

The Office of Export Enforcement (OEE) maintaif
Special Agents at offices across the United State
including its headquartein Washington, DCnine
field officeslocated in Boston, Chicago, Dallas, L
Angeles, Miami, New York, Northern Virginja
Phoenixand San Jose, and resident offices in
Atlanta, Houston and Portland. In addition, OEE
Special Agents have been deployed to FBI field
offices in Charlotte, Cincinnafetroit, Huntsville,
LasVegas, MemphidJinneapolisNew Haven,
Pittsburgh,Sacrament&alt Lake City, &n Diego,
SeattleTampa, an&avannah, as well asto Defen®
Criminal Investigative Service (DCIS) offisen Denver andan Antonioand the Homeland Security
Investigations (HSI) Eild Office in Baltimoreo provide enhanced coverage investigating export
violations.

OEE Special Agents are sworn federallaw enforcement officers with authority to bear firearms, make
arrests, execute search warrants, serve subpaeaash, inspeatietain seize andadministratively
forfeititemsaboutto be illegally exporteckexportedor transferred (ircountry), as well as conveyances
involvedin such exports, reexports, and transfergfmintry),and orderthe redelivery to the United

States of items exported in violation of U.S. law. O&he only federallaw enforcement agency

exclusively dedicated to the enforcement of export controllaws, and that singularfocus allows for the
development of the requisite subject matter expertise to be able to effectively enforce a complex regulatory
regime. Some cases may require years of thorough investigation todonmafteto a successful

completion. OEE investigations are initiated on information and intelligence obtained from a variety of

2See: 85 FR 4136 (January 23, 2020); 86 FR 29189 (June 1, 2021); and related fregkedtiyuestions available
on the BIS website ahttps://www.bis.doc.gov/index.php/documents/polimyidance/2572agsfor-thecommerce
categoryi-iii -firearmsrule-postedon-bis-website7-7-20/file.
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https://www.bis.doc.gov/index.php/documents/policy-guidance/2572-faqs-for-the-commerce-category-i-iii-firearms-rule-posted-on-bis-website-7-7-20/file
https://www.bis.doc.gov/index.php/documents/policy-guidance/2572-faqs-for-the-commerce-category-i-iii-firearms-rule-posted-on-bis-website-7-7-20/file

sources, including routine review of export documentatoerseas endse monitoring, and industry
information. OEE investigates both export violations by U.S. persons and the unauthorized reexport or
transfer(in-country)by foreign persons of items subject to the EAR to prohibited end uses, end users, or
desthationsOEE also hasthe authority to enforce restrictions on specific activities of U.S. persons
including those unrelated shipment®f items subject to the EAR, such as brokerseyvicing,

financing, or freight forwardinip connection with certaiforeign weapons of mass destruction and
military-intelligence end uses and end us®isE works closely with otherfederallaw enforcement
agenciesto identify and act on export violations andwdhstry to raise awarenescompliance best
practcea nd Ared flago indica t®korexanmple, OEovoresithtUiSa |l i1 1 i cit é
Customs and Border Protection to train outbound officers on EAR requirements to identify suspicious
cargoes for detention.

Based on information gathered duringthe course of an investigation, OEE works closely with attorneys
from the Departmerdf Justice to prosecute violators criminally, as well as with the Office of Chief
Counselfor Industry and Security to bring administrative charges. Export Enforcement also takes action
where appropriate to place parties on the BIS Entity List, Unveilifigid Denied Persons Lisand

Military End-User List Export Enforcement is elbcated in the same Department of Commerce bureau

as Export Administration, allowing for close cooperation in the administration and enforcement of
export controls. Export Emfcement provides advice and comments on the enforceability of new

policies and regulations, and works closely with Export Administration to routinely review export
transactions to ensure compliance with the EAR. Such review includes:

A Confirmingwhetheexported items were propediassified:;

A Verifyingrequired export authorizations, if applicadey., therequired export license wabtained
prior totheshipmentndthetransactiorcomplieswith thelicenseconditionsalicenseexceptionwas
availableandproperlyusedprtheitemdid notrequirealicenseforexportto theenduserand
destination)and

A Determiningwhethethetransactiorinvolvedanyapparenviolationsof theEAR (e.g.relatedtothe
tenGeneral Pohibitions,endusebasedorenduserbasedcontrolsorproscribedparties.*

OEE Director John Sonderman (upper right)
briefs Depnutv Secretarv Don Graves

3 Anillustrative list of indicators of possible unlawful diversion is found in Supplement No. 3 to Part 732 of the Export
Administration Regulations (EAR), 15 C.F.R. Parts 730/ 4.

4SeePart736 ofthe EAR for details on the ten General Prohibitions.

12



Infiscal yeaR021, BIS investigations led to the criminal convictionffindividuals and businesses for

export violations with penalties &2,798,000n criminal fines $2,368,452n forfeitures $3,149,782n
restitutionandl,118mont hs of i mprisonment. I n addition, OEE an
completecb5administrative export matters, resultingh®,727,903n civil penalties.

I'n addition to our Headguart s at the
i

er
Department of Commerce ‘Son  Was hjgngt on
DGOEE has eight field ofice'S I8¢ at ed. in e
Bos[tChn gRalgLas ApNgeew e s i so *W‘ B
Yorl\/klaMortherrPh\blernglxnlaangg - : @5‘\( %ﬁ?@
San ,dasswell as three & S|d<é’(nt§koff|ce}9«i\\§” é\m
Il ocat ed,Hioru sAtolna matnad Poréﬂlﬁ’nd '
© rFieid office .. @ ‘

LA

*:Resident Of fice AK 71\(* ﬁ‘@

i:(=Forward Assigned Special Agents

OEE also has $peai&ld Avgé¢ mt §ChienocH BéntatiaintC ALsarsl beé t e
Ve g Me mp,Mi e1ine dNgov iHs®Vv ¢ © sSbaucrrgah®a ht o L,.&ke O dewaonnah
Seattle andwdbimpas with DCIS in DenveErxpomd San Ant
Enforcement also has rE¢gQenaBChi;mpyg K€oamYewl Offic
De llhndlisat aTnubrydDeuyh dAEFr an,iGRumi@mmy Si.ngapor e

Office of Enforcement Analysis

The Office of Enforcement Analysis (OEA) supportsthe identification, prevention and investigation of
illegal exports, reexports and transf@mscountry)of items subject to the EARas well as certain

activities of U.S. persons related to teliferation of weapons of mass destructf@g¢iMD) or supportto
certain militaryintelligence end uses and end usarg] supports the prosecution of the parties responsible
by: 1) analyzingthbona fide®f foreign transaction parties to license applmas (i.e., their reliability as
recipients of U.Sorigin items); 2) monitoringend uses and end users ofdJi@n exports; 3)

identifying suspicious inquiries to alert U.S. companies; 4) developing investigative leads; 5) providing
analyticakase spport; and 6) engagingth key trading partners. OEA accomplishes this mission
through its Strategic Intelligence Division, International Operations Division, Export Control Officer
Program, and Investigativnalysis Division.

OEA 6 s S tintalligerecg Divdsion serves as the executive agent forthe interagency Information Triage
Uni t , ,@andveétsthtbonafideofforeign partiesto license applicatioife Strategic Inteligence
Division is responsible forassemblingand dissemimgutélevant alsource information from which to

base informed decisions on proposed exports requiring a U.S. Government license.

OEAG6s I nternational Operations Division screens BI S
documentation to select candidater prelicense checks (PLCs) and pastipment verifications (PSVs),

collectively referred to as enase checks (EUCs). PLCs validate information on BIS export license

applications, including endser reliability. PSVs strengthen assurances that expartnsignees, end

users and othertransaction partieemply with the terms of export licenses and the EAR. Thistesed

monitoring program supports the export licensing probgsonfirming the end uses and end users of
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items subject to the EAR throhign-site verificationand generates information abgattentiakxport
violations. This division, working with regional Export Control Offic@E<C Os) stationed abroad,
supports Export Enf discassiangnrexpdrtcontraldo@peration aimd coadinationa |
to increase capacity to prevent the diversion of-Origin items.

OE A &G80OProgramassigns OEESpecial Agentsinder limitedterm ForeignService appointments
underthdepart ment of Co mmeecialSendcs in Beven stratggic overseas locations
critical to BI S6s mission: Beijing, C{AH);&New Hong Kon
Delhi, India; Frankfurt, Germany;Istanbul, Turkey; and Singapgbadso deploys an analyst as arpbxt

Control Attache to Ottawa, Canada. E@@sitions have regionalresponsibilities that extend theirreach

more thar60additionalcountrieAs Bl S6s representatives overseas, EC
enforcement,commercial,and diplomaticskileta« pand t he U. S. governmentos ex
beyond its borders and into key overseastrade centers. ECOs focus on export controlenforcement and
compliance by conducting endse checks, establishing thena fide®f foreign parties to transachs

subjectto the EAR, and coordinatingwith U.S. and foreign government agencies to ensure effective

export controls and secure tra8¢S end-use checks are also conductedloynesticallybasel OEE

SpecialAgents under th8entinel Programgnd occasinally byU.S. Embassy personnel. In FY20) BIS
completedL,030enduse checks A9 countries.

Finally, OEA®6s I nvestigative Analysis Division is r
potentialexport violations for outreach and investigation by OEE Special Agents. Investigative leads are
developed frormultiple sources of informtéoon, including industry, government partnexad extensive

reviewsof export and |license data, and classified and o
Investigative Analysis Division providesresearch and analyticalcase support to OEEjamiess.

Office of Antiboycott Compliance

The Office of Antiboycott Compliance (OAC) administers and enforces the antiboycott provisions of the
EAR. OAC carries outits mandate through a threefold approach: monitoring boycott requests received by
U.S. businesses; bringing enforcement actions when necessary; and guiding U.S. businesses on the
application of the EAR to particulartransactions. In addition to these traditional compliance tools, OAC
liaises with foreign governmentsto eliminate boycott retgi@stheipoints oforigin. By working with

U.S. Government partnersin the Office of the U.S. Trade Representative and atthe Departmentof State,
OAC has met with officials of boycotting countries issuing boyceltited requests. Byointing out the

barrier to trade that boycott requests impose, OAC often is ablestore theemowalof prohibited
languagetherebyenabling U.S. businessesto compete on an equal footiragimusmarkets.

Authorities and Remedies

Criminal and Civil Penalties

In casesinvolving a willful violation of the EAR, violators may be subject to both criminalfinesand
administrative penalties. Administrative penalties may also be imposed when there is no willful intent,
which meansthat administrative casas be brought in a much wider variety of circumstances than
criminal cases. BIS has a ungangend combination of administrative enforcement authorities
including the imposition of civil penalties, denial of export privileges, and placement of indisidnd
entities on lists that restrict or prohibit their involvement in export and reexport transadiinder

ECRA, criminal penalties can reach 20 yearsimprisonment and $1 million per violation. Administrative
monetary penalties can reac33p562per violation (subject to adjustment in accordance with U.S. law,
e.g., the Federal Civil Penalties Inflation Adjustment Act Improvements Act of 2015 (Pub. E74,séc.
701) or twice the value of the transaction, whicheveris greater.
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The EAR providghatin appropriate cases the payment of a civil penalty maybe suspended or deferred in
whole or in partduring a probationary period. The suspended or deferred penalty is subject to activation
and collection if the probationary conditions are not felfill Penalty suspensions may occur, forexample,
when the respondent has demonstrated, typically through the submission of financial statements and tax
returns, thatit is unable to pay some orall of the penalty that would be appropriate forthe viakations
issue. Penalties may also be suspended in whole orin partas a result of exceptional cooperation with the

investigation where the agency nonetheless decides that a suspended penalty simuiddibfor its
deterrent effect.

One of the mogtignificant enforcement toolsin the BIS arsenalis our administrative enforcement
authorities. The Guidelineset forth in Supplement No. 1 to Part 76&6ptureO E E &dsninistrative
enforcement policies and proceduireseveralwaysrirst, the Guidelies outlinethe following four
categoriesf Factors affecting administrative sanctiohyAggravating Factors; 2) General Factors that
could be considered either aggravating or mitigating depending upon the circumstances; 3) Mitigating
Factors; and 4) odr Relevant Factors on a caBg-case basis, such as related violations or other
enforcement action

Export Enforcement Assistant Secretary Matthew S. Axelrod at the May 202:
OEE Special Agent kService TrainingHuntsville, Alabama

Additionaly, the Guidelines formally account forthe substantialincrease in the maximum penalties for
violations of the EAR and distinguish between egregious anebgoagious civii monetary penalty cases.
Finally, reference in the Guidelines fitvansaction valugprovides sufficient flexibility to allow forthe
determination of an appropriate transaction value in a wide variety of circumstances. Amounts set forth in
a schedule provide fora graduated series afftees based on the underlying transaction values, reflecting
appropriate starting points for penalty calculations in-egregious cases not voluntarily disclosed to

OEE. The base penalty amount for a regnegious case involving a VSD equals évadf ofthe

transaction value, capped at the statutory maximum per violation of the EAR. The base penalty amount for
cases deemed to be egregious brought to OEEG6s atten
up to the statutory maximum. Forthose egragicases involving a VSD, the base penalty amount shallbe
anamountup to half the statutory maximum.
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