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Parties to an Export Transaction

Exporter

Forwarding Agent
Intermediate Consignee
Ultimate Consignee
End-User

Principal Party in Interest

A=

What is a Forwarding Agent?

“The person in the United States who
is authorized by a principal party in
interest to perform the services
required to facilitate the export of the
items from the United States. This
may include air couriers or carriers”

(15 C.F.R. § 772.1)
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Routed Export Transactions

» There are two kinds of routed export
transactions:

— Those in which the freight forwarder or other
agent is responsible for arranging
transportation and other services, but the
agent is not the exporter of the items.

— Those in which the freight forwarder or other
agent takes on the responsibility of the
exporter of the items.

A

When does a routed export transaction result in
the shift in export control responsibility?

« There must be two written documents
transferring the export control responsibilities:

— A writing from the foreign principal party in interest to
the US principal party in interest expressly assuming
export control responsibilities.

— A power of attorney or other writing from the foreign
principal party in interest to the freight forwarder or
other agent authorizing the agent to work on the
foreign principal party in interest’s behalf on the
transaction.
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Routed Export Transaction

* If both writings have been obtained, the
freight forwarder, acting as agent for the
foreign principal party in interest, becomes
the exporter of the items and is
responsible for determining licensing
requirements and obtaining license
authority.

-
Routed Export Transactions

* If both of the writings are not in place, the
US principal party in interest is the
exporter and retains primary responsibility
for determining licensing requirements and
obtaining license authority.
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Routed Export Transactions

 In addition to the EAR, you must check the
FTR to determine if your transaction is a
routed export transaction for purposes of
filing EEL.

-
Routed Export Transactions

* If you are in a routed export transaction,
the US principal party in interest must
provide you with certain information.

— ECCN or sufficient technical information to
classify the item.

— Any other information that is known that may
affect the licensing determination.
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Routed Export Transaction

» Freight forwarder is responsible for:
— Determining licensing authority,

— Obtaining appropriate license or other
authorization, and

— Preparing and filing any export clearance
documentation.

A=

All Export Transactions

» Whether you are involved in a routed
export transaction or not, all parties that
are involved in a transaction subject to the
EAR must comply with the EAR.
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Freight Forwarder Responsibilities

» Destination Control Statement

Filing of EEI through AES

Screening of Parties to the Transaction
Embargoed Destinations
End-Use/End-User Controls (EPCI)
Record Keeping

-
Destination Control Statement

* Must be included on invoice and on bill of lading,
air waybill or other export control document.

e Must include:

— “These commodities, technology or software were
exported from the United States in accordance with
the Export Administration Regulations. Diversion
contrary to U.S. law is prohibited.”

* You may include more detail if so desired.
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Filing of EEI through AES

 Filing of EEI is a submission to the US
Government and the filing of false or
misleading information may subject you to
civil or criminal penalties.

. ! P T
Power of Attorney

* If the freight forwarder files EEI on behalf
of the exporter, the freight forwarder needs
a power of attorney from the exporter
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ECCN and License Authority

* In a non-routed transaction, determining the
ECCN and license authority for an export is the
responsibility of the exporter.

« If the freight forwarder makes the determination
of ECCN and license authority on its own, the
freight forwarder will be held liable if that
information is false or misleading.

A

Screening Parties to a Transaction

* You should screen all parties to a
transaction against the various lists
published by the US Government.

» Screening should be done as close to the
time of export as possible as the lists
change frequently.
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Lists to Check

* Denied Persons List » Specially Designated
« Entity List Nationals List

« Unverified List « Debarred List

* Nonproliferation
Sanctions List

.

P T
Embargoed Destinations

» Freight forwarders must take special care
not to assist in exports to embargoed
destinations that do not have proper
authorization.

— Cuba, Iran, North Korea, Sudan, Syria

7/15/2012
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Enhanced Proliferation Control

Initiative (EPCI) (Part 744)

» Alicense is required to export any item
when you know that the export will assist a
foreign WMD or missile delivery system.

» Additional restrictions on other activities by
US persons that directly assist a foreign
WMD or missile delivery system.

-
Record Keeping

» Records of all exports must be kept for a
minimum of 5 years from the date of the
export.

» General rule: keep all documents unless
the documents are on the list of
documents BIS does not require you to
retain (762.2).
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Inspection

» Records are subject to inspection by
agents in OEE, Customs, or other federal
agencies.

A=

Know Your Customer

» BIS strongly urges freight forwarders to
review the “Know Your Customer”
guidance and list of red flags in the EAR
(Supp. 3 to Part 732).
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Compliance Programs

» Freight forwarders, like exporters, should
have a robust internal compliance program
for ensuring compliance with the EAR.

» An effective compliance program is taken
into account as a mitigating factor if a
violation is discovered during an
investigation.

A

Enforcement

* Notable recent enforcement actions against
freight forwarders:

— $9,444,744 civil penalty against DHL for violations of
EAR and OFAC regulations.

— $156,000 civil penalty against Elite International
Transportation, Inc., for EAR violations.

— $250,000 criminal fine and 5 years criminal probation,
and $399,000 civil penalty against DSV Samson
Transport for violations of the EAR.

7/15/2012
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Role of Freight Forwarders
Forwarder Perspective

UPDATE
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| CONFERENCEON .
J| £XPORT CONTROLS AND POLICY

PORT CONTROLS

Presented by:
National Customs Brokers and Forwarders Association of America, Inc.

Compliance Committee

Paulette Kolba — Panalpina, Inc.
Area Export Compliance Manager USA - Vice President

Pat Fosberry — John S. James Co.
Corporate Export & Transportation Manager
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NCBFAA Export Compliance Committee

= Established new sub-committee in 2011 to bring in export compliance
expertise to focus on export controls.

Encouraging our membership to attend “Update “and other BIS
sponsored outreach programs and trainings.

= Committee members represent small, medium and large forwarders.

All of the members have national (and some global) responsibility for
managing their export compliance programs.

= Developing internal policies and controls

= Monitoring, auditing

= Staff support

Forwarder Perspective

= Forwarder Role in Export Controls

Approach - Incorporating Export Compliance into the Logistics
Business Model

= Challenges in Implementing Compliance Programs

= The Routed Export Transaction Dilemma

7/15/2012
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Forwarder Role in Export Controls

First source of information for new

Last line of defense

exporters
* Prohibitions, Red Flags * Providing guidance
¢ Careful documentation review ¢ Training and resource tools
* Stopping illegal or suspect @ * Working with government agencies
shipments to identify and reach new exporters
* Government relies on the * Working with government agencies
forwarder to stop and question. to create tools to assist new

exporters

Directorate of Defense Trade Controls

</ U.S. Census Bureau

Main compliance focus — the same as exporters
FOCUSING ON CRITICAL RISKS

¢ Not doing business with Restricted / Denied Parties
¢ Not shipping or diverting cargo to Embargoed / Sanctioned Countries
¢ Not complying with or not reporting Boycott language on documents
and communications
. N Red Flags h
* Especially diversion red flags
« If something doesn’t seem right, it probably isn’t right.
* Not aiding, abetting, soliciting, attempting a prohibited act
* Not misrepresenting or concealing any material fact in preparation or
submission of an export control document (e.g. AES)

7/15/2012
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Compliance Program

Enhancing (or establishing) the compliance structure within the organization
Large forwarder — more sophisticated compliance organization
Smaller forwarder — most have a responsible person for export compliance
Establishing and maintaining a robust export compliance program
Tone from the top
Documented processes
Focusing on critical risks
Training (ongoing, mandatory)
Communications
Controls (systems and process)
Monitoring
Auditing
Meaningful corrective measures

Framing compliance within the core logistics business model

We are first and foremost logistics service providers.
It's not just moving freight from point A to point B anymore

4 I

Experts in All Modes
of Transportation

Customer Service

Logistics Service
Provider

Designing Logistics Customer EDI
Solutions Solutions

. J
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Framing compliance within the core logistics business model

Quoting }—%‘ Booking [—>

~

Arranging
transportation

i Preparin
Reviewing p' g
carrier

documents
documents

Restricted
Party
Screening

Known
Shipper
Status

Logistics

Compliance examples

with licenses

~
Multi-Modal; Authorization AES
Special to file Exemptions
equipment AES
Packing; A All required Meeting
Loading; data elements Destination
Supply Chain received from Import / AMS
Services USPPI Requirements
N
Routing in .
accordance Lodging
Licenses

Shipper Challenges and Concerns
with Forwarders

7/15/2012
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Shipper Challenges and Concerns with Forwarders

¢ Inconsistencies between branch offices, and even within offices.

« Risk (control of cargo, end users)
* Incorrect AES transmissions

¢ Failure to file AES

* Filing AES even though the USPPI filed and provided the ITN
* Not reporting ECCNs or licenses

* Not lodging licenses ’}%

¢

C

Forwarder Challenges

7/15/2012
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Staff

Challenge Solution

STAFF TURNOVER Upgrading level of staff being hired
* Employee Pool
* Knowledge of Compliance Requirements (new hires)

CHANGE MANAGEMENT Continuous Training and Education
* Undoing long standing practices
WORKLOAD Centralizing functions
* Layering a multitude of compliance requirements over Creating ‘experts’ / super users
standard forwarding and logistics shipping processes: Process Controls
* Hazmat Systems Controls
« Export Controls File reviews
« TSA Security, Cargo Screening Audits

* FMC (Federal Maritime Commission)
* Destination Country Import Requirements
« Destination Country ‘AMS’-like requirements

ISOLATING SHIPMENT / TRANSACTIONS THAT Recurring training, checklists, and
REQUIRE ADDITIONAL ATTENTION continued reminders

Shipments

Shipping to high risk geographical areas

Shipping high risk products

Educating a global network to follow US Export Control requirements
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Systems and Processes

Challenge Solution
INCORPORATING EXPORT CONTROL REQUIREMENTS Updating SOPs and process flows
INTO THE STANDARD OPERATING PROCESS. Training
STAFF RECOGNIZING CRITICAL ‘EXPORT CONTROL’ Training

INFORMATION AND DATA ELEMENTS ON DOCUMENTS: | Checklists

* Boycott Statements
* Red Flags, especially regarding diversion
* ECCNs, License Exception Codes, anything unusual

Familiarization with new customer’s
documentation

WORKING WITH A MULTITUDE OF SYSTEMS
* Challenges in implementing systems controls
* Competing for IT resources

We probably all deal with this issue...
* Identify the most critical requirements.
* Get on the ‘list’!

Customers

Challenge

Solution

WORKING WITH EXPORTERS WHO HAVE

VARYING DEGRESS OF KNOWLEDGE:

* Very sophisticated with high functioning
compliance departments

* No knowledge at all

“Yes, this is an export sale because you sold
something to someone in another country.”

Well educated staff .

Educate the ‘less educated’ exporter

« Drain on resources, but necessary to reduce our risk

* Forwarders working with various government
agencies to reach those who do not respond to
government outreach

WORKING FROM EVERY IMAGINABLE TYPE OF

CUSTOMER DOCUMENT:

 Various systems’ capabilities

* Multiple Schedule B — HTS / ECCN /
Domestic / Foreign combinations
received in .PDF, not Excel.

* Missing or conflicting information

WHERE g
| ..the ECCN?

Good account on-boarding/implementation

* Are products controlled? Licenses?

* What does the USPPI document / commercial
invoice look like?

* How will the required data elements be provided?

7/15/2012
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Creating tools to assist less educated exporters

- USPPI Responsibility
Information Sheet

Ditp /M censu:

overseas
yOu are the USPPI no matter whal the tenms of sale are.

WHAL AR Y BESPOMSIITES AS THE USPRI? .
o DETERMSE COMMOBITY JURSTICTION. WISCh U S. Govemment Agency contiots my | LIEEULEES. o
¥ v-\an Regulations (EAR). | introduction 1o Expd
e U'S. Department of Dl s goc
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NCBFAA
2012
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o Gt Do, St pars, bave P, ozsw s, et soRwe POk e “ USPPI CHECKLIST
‘2ges. and lechricalnfomaton USPPI CHECKLIST
State Dept—

The USPP. asmmnmerm Trade Rguions (1R is e peron e 117 h__“:;'c' SEE INOEX FOR THE EXPORT ADMNSTRATION REGULATIONS (EAR)

Staes thal receives the export ito /v Bccess Qoo govibis/enrioar data hmi
Vansacion: n oter words, # you e D ecent of o st o e Foreign Trsse ol e e A

See
hitp /ipmddic state govirequistions. Iaws/tar_consoldated himi

RE MY PRODUCTS ON THE U.S. MUNITIONS LiST (USML)? (See ITAR Part 121) Products specifically designed,

Mﬂmmmmmmammuamﬂwlmﬂﬂcm Parts 120 - 130
hitp: state govirequiations lawslar consobdated himl

mmmlswtl lohtEAR'HSeeEARPuIJ:W?s]

1ended end use, ensure that no party 10 e export ransacon is on amy of he U.S
Govemment's Ists of restricled parties with whom U.S, companies and US. Per- | FAQs on Exoort Lig

D /wwi i/
mmmlso«nﬁcmmmmusl[cuw (See Part 732) If yes, they will have an Export
Con Number (ECCN).

ALPHABETICAL INDEX TO THE COMMERCE CONTROL

hiip i/www ACCESS Q0O gowbis/eartxt/ndexcd b
noc(m PPROHIBIMONS 4-10 Amﬂ (See 736.2(b)(4-10))

S5 fs/ 1736
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. R GUIDANCE

hitp i/ bis doc gov mentinon htm
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AM | SHIPPING TO A DESTINATION OF CONCERN? (See Supplement No. 110 part 738 and Supplement no. 110
Part 774)
+ EMBARGOED COUNTRIES - OFFICE OF FOREIGN ASSETS CONTROLS (OFAC)

Ditp vy e facngex sty

Confusing or incomplete information

27, LICENSE NO.LICENSE EXCEPTION SYMBOL/AUTHORIZATION 28, ECCN (When required)
=
3 i The USPPI awthorizes the forwarder namad above 1o
29, Duly authorized officer of employee 1 The U MW“M dor named ¢
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Customers (continued)

Challenge

Solution

Explaining to your buyers why they have
to provide authorization to file AES on
Routed Export Transactions

Develop processes and train global networks.

Requests to determine commodity
jurisdiction and / or to classify products
* Schedule B / HTS
« ECCN

(Not part of normal forwarder processes.)

* Forwarder may have a consulting arm with the
expertise.

* Forwarders now, by and large, will no longer
classify products.

Staff not wanting to ‘disturb’ a customer
* Asking questions

« Finding the right person to talk to

* Challenging data received

* Holding cargo

* Saying no

« Establishing rules of engagement at the
beginning of the relationship
* Communicating with the correct people

)

Forwarders are not experts in the technical

aspects of their customers’ products.

Commodity Jurisdiction and EAR or ITAR

classification can be very complex.

Routed Export Transaction

* Is it possible to structure Routed Export Transaction rules that
satisfy the concerns of all of the stake holders?

* What are the real world scenarios that present themselves to

the forwarder?

¢ What can the USPPI expect from the forwarder when their buyer
signs a writing accepting license responsibilities?

7/15/2012
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Role of the Freight Forwarders:

Partners in Compliance

Paulette Kolba
Panalpina, Inc.
(310) 819-4042
paulette.kolba@panalpina.com

PANALPINAXDY .,

on 6 continents
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* P'ﬂ Pat Fosberry
CBFP

John S. James Co.
(843) 554-6400, Ext. 150
pat.fosberry@johnsjames.com

ohn S.

ames Co.
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