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The Threat 

■ Dangers of illegal technology transfers are very 

real:  

       -  WMD Proliferation 

       -  Weapon Design/Manufacture 

       -  Industrial Espionage 

■ U.S. economy damaged by illegal technology 

transfers. 
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The Threat 

■ Significance:  Both national security and 
 U.S. economy can be seriously damaged by 
 illegal technology transfers. 
 
■ Damage to the economy can include loss of 
 large amounts of proprietary R&D done 
 over many years. 
 
■ Loss of proprietary R&D can result in the 
 establishment and/or enhancement of 
 foreign competitors in leading edge 
 technology sectors. 
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Origin of the Threat 

■ U.S. Intelligence Community has noted: 

 Collection and acquisition activities from over 56 
foreign nations 

 13 countries assessed to be most aggressive 
collectors of U.S. proprietary economic information 
and critical technologies 

 Use of clandestine and illegal methods to collect 
technology  

 U.S. private sector studies estimate loss in the 
billions every year 
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What is being targeted? 

 Nationally 
 Biotechnology 

 Pharmaceuticals 

 Nanotechnology 

 Quantum Computing 

 Advanced Materials 

 Communications and Encryption Technology 

 Weapons Systems yet unclassified 
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Methods Used to Target Technology 

 Unsolicited emails 

 Front companies 

 Liaisons with universities that 
have ties to defense 
contractors 

 Recruitment by foreign 
intelligence services 

 National laboratories 

 Compromise of laptop while 
traveling overseas 

 Attending/Hosting 
conferences 

 Relocating R&D facilities 
overseas 

 Circumventing export control 
laws 

 Visiting scientific and research 
delegations 

 Hacking 

 Downloading information 
from your network 
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Key Compliance Issues 

 Since 2004, the main theme from 120 deemed 
export investigations is poor communication 
between key compliance officials in private sector 
like: 
 Export Compliance Personnel 
 Human Resources 
 Hiring Managers 

 
 Procedures for foreign visitors & enhanced 

compliance training 
 

 Firms may have excellent programs for hardware 
exports but not in technology exports. 
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Deemed Export Compliance 

 Create/update a Technology Control Plan (TCP)! 
 A TCP incorporates: 

 Management Commitment 
 Physical & IT security plans 
 Personnel screening procedures 
 Annual awareness training for all employees and constant 

interaction 

 

Deemed Exports  
& I-129 Visa Form  

 

Stephen Hall, Senior Policy Advisor (OEXS) 
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Deemed Export Rule 

• The release of controlled technology to 
foreign persons in the U.S. is “deemed” to be 
an export to the person‟s country  or 
countries of nationality. 
 

•  The obligation to get a license before 
releasing controlled technology to a foreign 
person is informally referred as the “deemed 
export” rule. 

 

The Compliance Obligation  

• Is an export license required for technology that a 
foreign national will see? 

  -need to determine if such technology is covered by 
 either of the two main U.S. Government export 
 control regulatory agencies:  
          

 U.S. Department of State (Directorate of Defense 
 Trade  Controls/Defense services and articles)  
 
  or 
       

       U.S. Department of Commerce (BIS)  -dual-use 
 (civilian and military applications) items.  
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What is Technology? 

• In the EAR--“specific information necessary for 
the „development,‟ „production,‟ or „use‟ of a 
product.” 

• Seen in blueprints, plans, diagrams, models, 

 tables, engineering designs, manuals, CDs  

Nationality 

• BIS looks to a foreign person‟s most recent  
country of citizenship or permanent 
residence status. 

 

• State Dept. looks at history of nationality of 
the person with respect to technology covered 
in the ITAR. 
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Nationality (cont.)  

Exempted from the Deemed Export Rule 

• A person granted U.S. citizenship 

• A person granted permanent residence status 
(i.e. “ Green Card” holders) 

• A person granted status as a “protected 
individual” under 8 U.S.C. 1324b(a)(3). 

Publicly Available Technology 

• No license needed if technology is “publicly 
available” or in the “public domain” (not subject) 

 

• Examples: 

 - available at newsstands and bookstores; 

 - available via subscriptions which are  

    without restriction to any individual; and  

 -  information at libraries (open to the      
     public or from which the public can obtain  

              documents); 
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Publicly Available  
Technology (cont.) 

• Through patents available at any patent office; 

• Through unlimited distribution at a conference, 
meeting, seminar, trade show or exhibition, 
generally accessible to the public, in the United 
States; and 

• Through fundamental research in science and 
engineering where the resulting information is  
published and shared broadly in the scientific 
community. 

 

License Application Requirements 

• Information describing the foreign 
national: 
– Name, address, nationality, passport number, 

date and place of birth, ties to home country, 
resume, list of publications, and job description. 

• Information describing the employer: 
– Project location, type of technology, scope of 

technology, form in which technology will be 
employed, uses for which technology will be 
employed, technical scope, and foreign 
availability of comparable technology abroad.  
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Deemed Export Application 
Statistics FY 2010 -Results 

• Total Applications processed by BIS-713 

– Approvals  701 (93%) 

– RWA‟s    46   (6%) 

– Denials     6    (less than 1%) 

• Most common deemed exports: 

– Telecommunications-  Category 5 

– Semiconductor & Electronics- Category 3 

– Computer Systems-   Category 4 

– Aerospace-    Category 9  

Deemed Export Application 
Statistics FY 2010 –By Country 

Almost 60% of the deemed export licenses 
processed by BIS are for PRC nationals,  

followed by- India (13%), Iran (8%), Russia & 
Germany (2%) and the United K ingdom (1%). 

 

Most deemed export licenses are processed in 36 

days. 
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Part 6 of Form I-129: Export 
Certification Requirement 

Form I-129- Part 6- Export 
Certification Requirement 

 

• Now in effect and only for H-1B, O-1A, and L-1 
nonimmigrants. 

• Petitioner does not need to obtain an export 
license prior to filing, just confirmation that 
deemed export rules will not be violated prior 
to getting a license if one is needed. 

• Organizations releasing controlled technology 

     must first obtain an export license. 
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Contacts 

• U.S. Dept. of Commerce:  

 Website– www.bis.doc.gov 

 Telephone: 202-482-4811- Washington D.C. 

             949-660-0144- Irvine, CA 

 Workshops, webinars and on-line tutorials 

 

• U.S. Dept. of State:  

 Website- www.pmddtc.state.gov 

 Telephone: 202-663-1282 
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Export Enforcement  
 
 
 
 

 
Glenn Krizay 

Director 
 Office of Enforcement Analysis 

http://www.pmddtc.state.gov/
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Deemed Export - Enforcement  

■ Preventing, confirming compliance, and vigorously 

investigating deemed export offenses are important 

components of Export Enforcement mission 

 ■ Conduct targeted Visa reviews 

 ■ Analyze licensing history 

 ■ Participate in outreach events with Export     

  Administration  
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DHS Form I-129, Part 6 -- 
Enforcement 

■ Review entries as part of Export Enforcement 

Analysis efforts for Deemed Exports 

■ Work with DHS and DOS to efficiently 

implement reviewing of documents 


